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What makes a bully a cyberbully? Unravelling the characteristics of 
cyberbullies across 25 European countries 
The characteristics of bullies who act face to face and those who do so in 
cyberspace were compared directly in one sample across 25 countries. The nature 
of cross-country differences due to their technological infrastructure was also 
explored. Cyberbullies compared to face-to-face bullies were more likely to 
engage in risky online activities, spend more time online, and were finding it 
easier to be themselves online. Private access to the internet did not make a 
difference. Gender differences showed girls more likely to be cyber- than face-to-
face bullies when a profile on a social networking site was present. Age and 
internet ability beliefs were also positively but not independently associated with 
cyberbullying. Cross-country differences were small and patterns remained 
mostly stable across countries, suggesting that individual and not country-level 
characteristics are pivotal in explaining cyberbullying. 
Keywords: cyberbullying; bullying; internet; adolescence; aggression; online 
harassment; Europe; cross-country analysis 
Introduction 
The aim of this study is to identify which factors differentiate between children who use 
modern technological devices to bully others (i.e., cyberbullies) and those who bully 
others face-to-face. Despite the lack of consent in the definition of cyberbullying (cf. 
Slonje, Smith & Frisen, in press) most researchers employ definitions similar to the one 
of traditional or face-to-face bullying, which is as an act of aggression that is 
intentional, repetitive, and towards an individual of lower power (cf. Olweus, 1993), but 
they extend it to electronic forms of contact (Perren, Dooley, Shaw, & Cross, 2010; 
Smith et al., 2008). Cyberbullying can take various forms such as sending unwanted, 
derogatory, or threatening comments, spreading rumours, sending pictures or videos 
that are offensive or embarrassing by text, email, chat, or posting on websites including 
social networking sites (SNS) (e.g. Ybarra & Mitchell, 2004a).  
A growing number of studies have suggested that bullying is a precursor for 
various health-related problems. Cross-sectional studies have shown that children who 
are bullied show a range of problems, including internalizing disorders (Hawker & 
Boulton, 2000), externalizing disorders (Nansel, Overpeck, Haynie, Ruan & Scheidt, 
2003), social difficulties (Forero, McLellan, Rissel, & Bauman, 1999), physical health 
problems (Kumpulainen, Räsänen, & Henttonen, 1998), and suicide ideation (Kim, 
Koh, & Leventhal, 2005). In addition, longitudinal studies have related bullying to both 
adjustment and health-related problems in adulthood (Arseneault et al., 2006; Bond, 
Carlin, Thomas, Rubin, & Patton, 2001). Negative health consequences for those who 
bully others include delinquency, crime, and alcohol abuse (Magnusson, Stattin, & 
Duner, 1983; Ttofi, Farrington, Lösel, & Loeber, 2011), while those who have been 
both bullies and victims, also report poor peer relationships and loneliness (Nansel et 
al., 2001). 
There is a significant conceptual and practical overlap between cyberbullying 
and other forms of bullying and victims of cyberbullying have been found to suffer 
many of the same negative consequences as victims of more traditional forms of 
bullying (Perren et al., 2010; Smith et al., 2008), which in extreme cases have been 
associated with suicide (e.g. Breguet, 2007) or suicide ideation (Hinduja & Patchin, 
2010). Those who bully others online have similarly been shown to suffer from 
psychological problems (Gradinger, Strohmeier, & Spiel, 2009; Ybarra & Mitchell, 
2004a). This could point to a general association between externalizing behaviours such 
as bullying and other psychological difficulties or might be a result of the fact that those 
who bully others in cyberspace have often themselves been bullied in cyberspace 
(Erdur-Baker, 2010; Görzig, 2011; Li, 2007). And online bullies who have themselves 
been victims of online bullying reported additional difficulties. They were more likely 
to be emotionally distressed by being bullied online, had higher rates of depression, 
higher incidences of problem behaviour (Ybarra & Mitchell, 2004a), and scored high in 
social anxiety but low in self-esteem (Kowalski, Limber, & Agatston, 2008). 
Cyberbullying might be a circular problem that does not merit a clear-cut differentiation 
of cyberbullies from cybervictims. 
Incidences of cyberbullying 
The reported incidences of cyberbullying vary largely between studies mainly due to 
differences in the measurement of cyberbullying and the populations studied. A 
comparison of children’s online opportunities and risks across Europe (Hasebrink, 
Livingstone, Haddon & Ólafsson, 2009) estimated that around 18% of internet-using 
children had experienced some form of bullying or harassment online, with numbers 
ranging from 10 to 52%. A meta-analysis on cyberbullying (Tokunaga, 2010) found that 
across studies on average 20–40% of youths reported being cyberbullied, ranging from 
6.5% to as much as 72%. 
Studies assessing who cyberbullied others usually report a lower incidence of 
cyberbullies which might be related to a social desirability bias in responses (see 
Görzig, 2011). Patchin and Hinduja (2006), for example, report that 29% of their 
respondents said they were online bully victims while 11% said they had bullied others 
online, 15% of girls in the US said they had received threatening emails while only 3% 
admitted to have sent such emails (Berson, Berson, & Ferron, 2002). Among 14- to 19-
year-olds in Austria, 7% were classified as cybervictims and 5% as cyberbullies 
(Gradinger et al., 2009), and among 13- to 18-year-olds in the US, 49% reported being 
electronic victims while 21% said they were electronic bullies (Raskauskas & Stoltz, 
2007). However, Ybarra and Mitchell’s (2004a) study constitutes an exception, with 
only 4% being victims and 15% being aggressors online. 
What makes a bully a cyberbully? 
Despite the large variation in the incidence of cyberbullying, the conceptual and 
empirical correlates are fairly consistent. Most studies assessing traditional and 
cyberbullying show a large overlap between the two with a high proportion of 
cyberbullies also being traditional bullies (34 out of 40, Gradinger et al., 2009; 17 out of 
18, Raskauskas & Stoltz, 2007; ca. 75%, Smith et al., 2008). In addition, online bullies 
were found to display similar patterns of psychological traits as traditional bullies 
(Görzig, 2011) and cyberbullies showed similar problem behaviours as traditional 
bullies (Ybarra & Mitchell, 2004a). So, what, if anything, differentiates those who bully 
others online and by mobile phone from those who ‘merely’ bully others face-to-face? 
And what are the factors that contribute to the migration of face-to-face bullying to 
cyberspace? 
The main features identified are the anonymity that the internet provides, the 
relational nature of the aggression, advanced internet skills, high frequency of internet 
usage, and its 24-hour presence (e.g. Dooley, Pyzalski & Cross, 2009; Heirman & 
Walrave, 2008; Li, 2008). 
Bullying others through electronic means provides the perpetrator with the 
possibility of staying anonymous, which may increase the power differential to the 
victim as well as decrease the perception of possible retaliation. Furthermore, the belief 
of not being detected may decrease the bully’s inhibition and possible feelings of 
remorse will be less likely due to the lack of feedback of the victims’ emotional 
responses (cf. Spears, Slee, Owen, & Johnson, 2009). In line with these arguments 
cyberbullies were found to name anonymity as an important feature for carrying out 
their actions online (Vandebosch & van Cleemput, 2008), students indicated text 
messaging as the most common form of cyberbullying due to being able to remain 
anonymous (Smith et al., 2008), and accessing the internet in private (i.e., at home) was 
found to differentiate between harassers and non-harassers online (Ybarra & Mitchell, 
2004b).  
It has been argued elsewhere that the deindividuation that can be provided by 
means of electronic communication can lead to disinhibition and heightened aggression 
(Postmes & Spears, 1998; Postmes, Spears, & Lea, 1998), as seen in cyberbullying. 
Moreover, anonymity online has been associated with two different forms of 
disinhibition, benign and toxic (Suler, 2004). While benign disinhibition is associated 
with a higher propensity of personal disclosure and a sincere self-presentation, toxic 
disinhibition is associated with acting on socially unacceptable impulses. Arguably, the 
results of a sincere self-presentation may not always be benign and acting on impulses 
is not necessarily always toxic. Nonetheless, two different forms of online disinhibition 
need acknowledging. 
Traditional bullying can take the form of physical and/or relational aggression 
and often both go hand in hand, while electronic forms of bullying are constrained to 
verbal and relational aggression (e.g. insults, social exclusion, and gossip; Raskauskas 
& Stoltz, 2007). Given that boys have been found to engage in more traditional bullying 
than girls (Nansel et al., 2001; Sourander, Helstelä, Helenius, & Piha, 2000), but 
relational forms of aggression have been more commonly observed in girls (Coyne, 
Archer, & Eslea, 2006), cyberbullying should be higher among girls than boys relative 
to traditional bullying, that is, gender differences in cyberbullying should be less 
pronounced or disappear. Indeed, previous studies have shown no gender differences in 
online harassment (Williams & Guerra, 2007; Ybarra & Mitchell, 2004b) or 
cyberbullying (Slonje & Smith, 2008). Others found that boys were more likely to be 
cyberbullies than girls, especially for text messaging (Li, 2006; Slonje & Smith, 2008); 
however, whether the boys in these studies were also more likely to be cyberbullies than 
girls relative to traditional bullies (i.e., whether the male:female ratio as compared to 
traditional bullying remained unchanged) is not known. The relational aggression of 
cyberbullying is further reflected in findings showing that it often takes place through 
SNS (Mesch, 2009) and this more often amongst girls (Smith, 2011, 2012). 
A prerequisite for cyberbullying others is the ability to use and the availability of 
the technologies in question. Cyberbullies have been found to state that it was a means 
to display their technological skills (Raskauskas & Stoltz, 2007), to hold high 
information and communication technology (ICT) ability beliefs (Vandebosch & van 
Cleemput, 2008), and high ICT ability beliefs as well as time spent online were 
associated with harassing others online (Ybarra & Mitchell, 2004b). In addition, 
cyberbullies were found to spend more time with ICT and engage in more risky ICT 
activities than traditional bullies (Erdur-Baker, 2010). 
Although ICT literacy increases with age, the relationship between 
cyberbullying and age is less clear. In terms of cyberbully victims, some studies have 
shown no effect, others a positive and some a negative relationship (cf. Tokunaga, 
2010). Traditional bullying in general has shown to decrease with age (e.g. for bully 
victims after the age of 11: Smith, Madsen, & Moody, 1999; for bullies after the age of 
11 and after the age of 7; Björkqvist, Lagerspetz, & Kaukiainen, 1992a; Odgers et al., 
2008). This has been reported to be due to the decline in the proportion of students who 
use physical aggression while verbal and indirect forms of aggression – also associated 
with cyberbullying – have been reported to increase into adolescence (Björkqvist, 
Österman, & Kaukiainen, 1992b). For cyberbullying age was often not examined or no 
age differences were found (e.g. 11–16 year olds; Smith, Mahdavi, Carvalho, & 
Tippett., 2006; 12–15 year olds; Slonje & Smith, 2008); in contrast, higher occurrences 
of internet aggressors were found among 15-year-olds than among 10- to 14-year-olds 
(Ybarra & Mitchell, 2004a). Tokanuga (2010) suggests that mixed findings concerning 
age effects for cyberbullying might be attributable to the diverse range of age groups 
studied, and suggests a curvilinear relationship with a peak at 7/8th grade. 
Although these features have been postulated to distinguish cyberbullies from 
face-to-face bullies, to date there is no empirical evidence to our knowledge showing a 
direct comparison of those who exclusively bully face-to-face with those who have 
transgressed to bully in cyberspace (exclusively or in addition to face-to-face bullying). 
Most studies have either used a qualitative approach investigating self-reports of 
cyberbullies or others’ beliefs about them (e.g. Spears et al., 2009; Vandebosch & van 
Cleemput, 2008), reporting incidences of traditional bullying, cyberbullying, or both 
(e.g. Patchin & Hinduja, 2006; Slonje & Smith, 2008; Smith et al., 2008; Ybarra & 
Mitchell, 2004a), comparing cyberbullies and cybervictims with those not involved (e.g. 
Gradinger et al., 2009;Ybarra & Mitchell, 2004b), or predicting cyberbullying by 
traditional bullying (e.g. Erdur-Baker, 2010; Li, 2007; Raskauskas & Stoltz, 2007). 
Furthermore, many authors acknowledge the role of the technological 
infrastructure, such as widespread mobile phone and internet penetration, to provide a 
platform for the occurrence of cyberbullying (e.g. Hasebrink, Livingstone, Haddon & 
Ólafsson, 2009; Smith et al., 2008). It is conceivable, for example, that the proportion of 
cyberbullies is higher in countries in which internet or mobile use is more common or 
widespread than in countries where this is not the case. However, it has not yet been 
examined whether the migration of face-to-face to cyberbullying is in any way 
associated with the technological infrastructure provided. 
This study addresses these issues by investigating the characteristics that 
differentiate face-to-face bullies and cyberbullies directly and within one cross-national 
sample. In addition, the nature of any cross-country differences due to the technological 
infrastructure in terms of internet access and mobile phone use is explored. 
Hypotheses 
We postulate the following hypotheses: 
H1: Risky online activities and time spent online in general can be seen as a prerequisite 
for cyberbullying (Erdur-Baker, 2010). Cyberbullies will be more likely to engage in 
risky online activities as well as spend more time online than a face-to-face bully. 
H2: Electronic forms of bullying can afford a high sense of anonymity. We 
acknowledge the existence of two underlying mechanisms for the association between 
anonymity and cyberbullying, that is, benign and toxic disinhibition (cf. Suler, 2004). 
This is reflected in our hypotheses regarding anonymity that cyberbullies as opposed to 
face-to-face bullies will be more likely to (1) show a disinhibited and thus sincere self-
presentation (i.e., have an online persona) and/or (2) be disinhibited due to the lack of 
social control, that is, have the possibility of accessing internet and mobile phone in 
private. 
H3: The prevalence of unequal power relations in face-to-face bullying is often 
associated with physical or social power; for cyberbullying, however, power has been 
associated with high ICT abilities (Dooley et al., 2009; Patchin & Hinduja, 2006). We 
therefore expect cyberbullies to have higher beliefs in their internet abilities than face-
to-face bullies. 
H4: Although males are more commonly involved in bullying than females (Sourander 
et al., 2000), boys and girls are equally likely to say they have harassed others online 
(Ybarra & Mitchell, 2004b). Furthermore, electronic forms of contact provide a 
platform for verbal threats and insults which represent relational and subtle forms of 
aggression that have been more commonly observed in females (Coyne et al., 2006), in 
particular on SNS (Smith, 2011, 2012). Hence we assume that cyberbullies will be more 
likely to be female than face-to-face bullies, and that this gender difference will be 
stronger for those who own a SNS profile. 
H5: Considering the ambiguous research evidence with respect to cyberbullying and age 
(cf. Tokanuga, 2010), no directional prediction is made concerning the effect of age; 
however, we expect the hypothesized effects of other predictors to remain constant 
when adjusting for age. 
H6: Countries that have a higher technological infrastructure with regards to technology 
used by cyberbullies (i.e., higher broadband and mobile phone penetration) are thought 
to offer more opportunities for cyberbullying and hence show a higher ratio of 
cyberbullies to face-to-face bullies. In addition, we explore whether any of the other 
hypothesized relations can be explained by the infrastructure of the countries related to 
cyberbullying opportunities. 
Method 
A random stratified sample of approximately 1,000 internet-using children aged 9–16 
was interviewed in each of 25 European countries. The total sample size was 25,142 
(12,501 girls); additionally, one parent of each child was interviewed. 
The questionnaire, translated and back-translated from English into 24 
languages, underwent cognitive testing and pilot testing to aid completion by the 
children. Interviews took place during 2010 in children’s homes, conducted face-to-face 
but with private questionnaire completion for sensitive questions. Average interview 
time per child was 45 minutes (see also Görzig, 2012; Livingstone, Haddon, Görzig, & 
Ólafsson, 2011). 
Dependent measure 
Cyberbullying 
Respondents were given the following introductory text: ‘Sometimes children or 
teenagers say or do hurtful or nasty things to someone and this can often be quite a few 
times on different days over a period of time, for example. This can include: teasing 
someone in a way this person does not like, hitting, kicking or pushing someone around, 
leaving someone out of things’ followed up by the question ‘Have you acted in a way 
that might have felt hurtful or nasty to someone else in the PAST 12 MONTHS?’ Those 
who had chosen ‘Yes’ as the response option for this question were further asked how 
they had done so.  
Those who had chosen the response options ‘By mobile phone […]’ and/or ‘On 
the internet’ were grouped as cyberbullies (coded ‘1’) and those who had not chosen 
either of these options but the option ‘In person face-to-face’ were categorized as 
having bullied exclusively face-to-face (henceforth referred to as face-to-face bullies, 
coded ‘0’).1 
Independent measures 
Minutes online per day was calculated by multiplying the answer from the question 
‘About how long do you spend using the internet on a normal school day’ with 5 and 
the answer to the question ‘About how long do you spend using the internet on a normal 
non-school day?’ with 2. The results were summed and divided by 7 to yield an 
                                                 
1 We note that the definition of cyberbullying specifies a power differential between bully and 
victim as well as the bully’s intention that are not immediately apparent in the 
operationalization. However, in line with the literature we assume intention by the bully’s 
awareness as indicated through assent to this question while the power differential in 
cyberbullying has been associated with computer literacy (Patchin & Hinduja, 2006) and the 
offender’s anonymity (Ybarra & Mitchell, 2004b), which were assessed separately. 
estimate for minutes online per day. To eliminate outliers the highest and lowest 5% 
were recoded as 20 and 240 minutes, respectively. 
Risky online activities – risky internet use has been defined differently by different 
authors. Erdur-Baker (2010), for example, assessed risky usage of ‘internet-mediated 
communication tools’ via three items (‘asked someone you met on the internet to meet 
face-to-face?’, ‘disclosed your personal information to unknown people over the 
internet, including password and username?’ and ‘accepted an invitation to meet in 
person someone you met over the internet?’). We chose to assess risky usage defined as 
risky online activities in the work of EU Kids Online (cf. Livingstone, Haddon, & 
Görzig, 2012). Items overlap with those used by other authors; the focus here, however, 
is on the interaction with other people online. 
Risky online activities was measured by the number out of five options 
(‘Looked for new friends on the internet’, ‘Added people to my friends list or address 
book who I have never met face-to-face’, ‘Pretended to be a different kind of person on 
the internet from who I really am’, ‘Sent personal information to someone who I have 
never met face-to-face’, ‘Sent a photo or video of myself to someone I have never met 
face-to-face’ [α =0.73], adapted from the UK Children Go Online survey; Livingstone 
& Helsper, 2010). 
Anonymity was assessed via two aspects. The first measure, associated with 
disinhibition due to a genuine self-presentation, was assessed by an online persona scale 
composed of three items: ‘I find it easier to be myself on the internet than when I am 
with people face-to-face’, ‘I talk about different things on the internet than I do when 
speaking to people face-to-face’, ‘On the internet I talk about private things which I do 
not share with people face-to-face’. The mean of the response options ranging from 1 
(not true) to 3 (very true) was taken (α=0.65). The second measure, associated with 
disinhibition due to lack of social control, assessed respondents’ private access as 
indicated by whether they stated that they used the internet on their mobile device2 
and/or from a private room at home (coded ‘1’) or not (coded ‘0’). Both measures tap 
into two different aspects of anonymity associated with disinhibitory processes. 
Beliefs about internet abilities was measured by one item, ‘I know lots of things about 
using the internet’ with responses ranging from 1 (not true) to 3 (very true). 
Social networking site (SNS) use was taken from respondents’ answers as to whether 
they had a profile on a SNS (coded ‘1’) or not (coded ‘0’). 
Demographic variables were entered with gender (male = 0, female = 1) and age 
(M=13.06).  
Results 
Correlations 
Correlations were performed on the subset of children who had either been grouped as a 
cyber- or face-to-face bully (n=2,821). All hypothesized predictors were significantly 
correlated with cyberbullying with effect sizes (cf. Cohen, 1992), ranging from small 
(e.g. gender) to medium (e.g. risky online activities). In addition, there were notable 
significant correlations between predictor variables, especially for age and SNS (see 
Table 1). 
Table 1 about here 
                                                 
2 Mobile phones were reported to be the most frequently used media for cyberbullying and this 
mostly in private (Smith et al., 2008). 
Predicting cyberbullying 
The following analyses were performed in two subsequent steps. First, a hierarchical 
logistic regression was carried out in order to assess the contribution of different blocks 
of independent variables. Then the final model of the logistic regression was analysed 
using multi-level modelling in order to assess country differences. For the hierarchical 
logistic regression all variables were standardized to range from 0 to 1 in order to make 
coefficients comparable. Further, non-dichotomous variables were centred at their grand 
mean for multi-level modelling. 
Individual differences 
Testing hypotheses one through four all predictor variables except age were entered in 
the first step of the analysis (see Table 2). Children who spent more time online, 
engaged in risky online activities, held a higher online persona, and higher beliefs in 
their internet abilities were shown to be significantly more likely to bully on the internet 
or mobile phone than exclusively face-to-face. Also, girls were more likely to be a 
cyber- as opposed to a face-to-face bully. However, SNS and private access were not 
statistically significant. Hence, hypothesis two was only partially confirmed. Beliefs in 
internet abilities showed the lowest coefficient with the likelihood that a child was a 
cyberbully as opposed to having bullied exclusively face-to-face increasing by 43% 
from the lowest to the highest end of the scale. The likelihood increase for 
cyberbullying was highest, with 336% for risky online activities – more than three times 
as high as for any of the other predictors. 
To test the assumption of hypothesis four, an interaction effect of SNS and 
gender was added in the second step of the analysis. Confirming our prediction, the 
interaction was significant while gender became insignificant. Coefficients for the other 
predictors did not change considerably. To explore the gender by SNS interaction 
further we inspected the ratio of cyberbullies amongst bullies for boys and girls with 
and without a social networking profile. Overall, the percentage of cyberbullies was 
higher amongst those with a SNS. However, this difference was particularly strong for 
girls. Furthermore, the higher percentage of cyberbullies amongst bullies for girls 
compared to boys only occurred amongst those having a social networking profile (see 
Figure 1). 
Figure 1 about here 
In the third and last step of the analysis, testing hypothesis five, we adjusted for age. 
Age was a significant predictor for cyberbullying with the likelihood to be a cyberbully 
increasing by 95% between ages 9–16. Also, as suggested by the significant 
intercorrelations with age, the predicted increase in cyberbullying through time spent 
online, risky online activities, and online persona dropped by ca. 10–20% as compared 
to previous steps of the analysis, yet coefficients remained significant. However, 
contrary to predictions, beliefs in internet abilities became insignificant after adding 
age. 
Table 2 about here 
Cross-country differences 
Multi-level modelling was used to account for cross-national variation. As a first step a 
model not including any predictors was conducted to assess the variation of cyber- as 
opposed to face-to-face bullying across countries. The variation was significant 
(χ2(1)=35.94, p<0.001), with 3.3% of the variation in cyberbullying being attributable to 
between country differences (variance partitioning coefficient; cf. Browne, 
Subramanian, Jones, and Goldstein, 2005). The odds of cyberbullies among cyber- and 
face-to-face bullies was significantly lower from the overall odds in Greece while they 
were significantly higher in Romania, Belgium, Estonia, and Sweden (see Figure 2). 
Figure 2 about here 
As a second step the predictors from the hierarchical linear regression were entered 
leaving a significant variation of 2.7% in cyberbullying unexplained between countries 
(χ2(1)=20.67, p<0.001). 
As a third step it was tested whether the relationships between predictors and 
cyberbullying would vary between countries. Only risky online activities showed 
significant cross-country variation as a predictor for cyberbullying (χ2(2)=6.32, p<0.05). 
Surprisingly, countries with a lower intercept showed a stronger relationship with risky 
online activities, that is, in countries with fewer cyberbullies, cyberbullying was more 
strongly related to risky online activities (r=–0.82, p<0.001). Cyberbullying had the 
weakest relationships to risky online activities in Romania (Exp(B)=1.90) and the UK 
(Exp(B)=2.25) and strongest in the Netherlands (Exp(B)=7.16) and Bulgaria (Exp(B) 
8.07).  
In a fourth step it was tested whether contextual factors concerning the 
countries’ technological infrastructure could explain the cross-country variation in 
cyberbullying and/or in the association of cyberbullying with risky online activities. The 
countries’ broadband penetration (i.e., the percentage of households using broadband 
connections; Eurostat, 2009) and mobile penetration (i.e., mobile phones per 100 
inhabitants; Eurostat, 2008) were standardized to range from 0 to 1 and mean-centred. 
Broadband penetration could neither explain cross-country variation in cyberbullying 
(Exp(B)=1.02, p=0.94) nor the association with risky online activities (Exp(B)=0.74, 
p=0.65). However, the countries’ mobile penetration could partially explain cross-
country variation in cyberbullying (Exp(B)=0.45, p<0.05) which was further due to 
cross-country variation in the relationship with risky online activities (Exp(B)=6.54, 
p<0.01) and improved the model fit (χ2(2)=8.29, p<0.05). The relationship of risky 
online activities with cyberbullying was stronger in countries with higher mobile phone 
penetration and country differences in cyberbullying decreased when risky online 
activities were high (see Figure 3). 
Figure 3 about here 
Discussion 
Across the 25 European countries studied, those children who bully others via the 
internet or a mobile device differ significantly from those who bully others face-to-face 
only. In line with previous research (e.g. Erdur-Baker, 2010; Kowalski et al., 2008; 
Ybarra & Mitchell, 2004b) cyberbullies (all else being equal) were at least four times as 
likely to engage in risky online activities, and twice as likely to spend more time online 
as well as finding it easier to be themselves online. 
In contrast with earlier findings suggesting that online harassers can be 
differentiated from non-harassers by accessing the internet at home (Ybarra & Mitchell, 
2004b), whether children had private access to their mobile phones or computer did not 
make a difference. Possibly, a differentiation is needed between those cyberbullies who 
bully by mobile phone and those who bully online via computers. In the current study 
we assessed both. However, the main form of cyberbullying is suggested to be phone 
calls and text messaging (cf. Smith et al., 2008), cybervictims who are bullied via 
mobile devices are more likely to use the internet on the go ( Görzig & Frumkin, in 
press), and the risk of cyberbullying increases for children using a smartphone (Stald & 
Ólafson, 2012). Perhaps the recent increase in internet mobility makes private access 
less important for cyberbullying. 
When looking at bullies only, girls were more likely to be cyberbullies than 
face-to-face bullies compared to boys. This is in line with theories and research about 
gender differences and aggression as girls are more prone to relational aggression than 
boys (Coyne et al., 2006); this is more prominent in cyberspace (Raskauskas & Stoltz, 
2007). Further, it was shown that the gender difference that shows girls more likely to 
be cyberbullies than boys only holds amongst those who have a SNS profile. Given that 
SNS are used for social relations online and can be a source for adolescents’ social self-
esteem and well-being (Valkenburg, Peter, & Schouten, 2006), this finding supports 
girls’ higher tendency to relational aggression as compared to boys, and suggests that 
the main medium for relational aggression amongst cyberbullies might be SNS. Future 
research is needed to investigate the nature of the aggressive acts carried out and 
associated cyberspaces more closely. 
Confirming previous research, the likelihood of being a cyberbully also 
increased with beliefs about internet abilities. However, this effect disappears when age 
is added in the last step of the regression. The fact that cyberbullying increases with age 
might confirm previous assertions that a peak of cyberbullying occurs around the age of 
the older children in the sample (i.e., early teens; Tokanuga, 2010). Age and ability 
beliefs have been reasonably correlated, and the likelihood of cyberbullying amongst 
bullies increases with both. Due to the nature of this cross-sectional study, we are 
unable to make any causal statements, but it is possible that the likelihood of 
cyberbullying increases with (1) age, due to a rise in beliefs in one’s internet abilities or 
(2) higher beliefs in one’s internet abilities due to factors associated with age (e.g. 
higher availability of mobile and ICT devices), or both. Longitudinal and perhaps quasi-
experimental studies might disentangle the effects of age and internet ability beliefs in 
the future. 
Country differences 
The between-country differences in the amount of bullies who had taken up 
cyberbullying were very low. Nonetheless, countries did differ significantly from one 
another in their odds of cyberbullying compared to face-to-face bullying, and four 
countries out of 25 were clearly different from the overall odds. It is generally difficult 
to find predictors that can explain little, albeit significant, variation (here 3.3%). The 
hypothesized external indicator of broadband penetration did not succeed in explaining 
country differences or associations with cyberbullying. Perhaps surprisingly, a country’s 
higher mobile penetration was associated with a lower amount of cyberbullying. This 
could be explained by the degree to which individuals’ risky online activities varied 
across countries in predicting cyberbullying that in turn was associated with the 
country’s mobile phone penetration. The higher a country’s mobile phone penetration, 
the stronger the relationship between risky online activities and cyberbullying. 
The fact that a country’s mobile penetration could partially explain country 
differences in cyberbullying but a country’s broadband penetration did not might 
underline that mobile phones are the most common devices used for cyberbullying (cf. 
Smith et al., 2008), and mobile devices are increasingly used to access the internet, 
elevating their potential for cyberbullying (e.g. Office for National Statistics [ONS], 
2011). However, why individuals’ risky online activities as a predictor for 
cyberbullying varied with countries’ mobile penetration is not straightforward. In line 
with our initial argument that adolescents increasingly use the internet on their mobile 
phones, risky online activities perhaps serve as a proxy for risky activities on devices 
used to access the internet in general. Furthermore, the findings suggest that 
adolescents’ risky activities play a stronger role for the migration from face-to-face to 
cyberbullying when a country’s technological infrastructure (i.e., mobile phone 
penetration) provides wider platforms for cyberbullying. Surprisingly, however, for 
adolescents who engage strongly in risky online activities, the context of the 
technological infrastructure does not seem to matter (i.e., the country variation is low 
when risky online activities are high). For those who engage in risky online activities 
less than the average, cyberbullying is more likely the lower the country’s provision of 
technological infrastructure (i.e., mobile phone penetrations). Quite possibly factors 
associated with country variation in cyberbullying are complex and hard to detect when 
variation between countries is low. Further, this perhaps only confirms that the 
explanatory power in explaining cyberbullying lies on the individual rather than the 
country-level variables. 
Implications and conclusions 
This study confirms within one cross-national sample some of the key findings 
previously found in several separate studies (e.g., Erdur-Baker, 2010; Smith, 2011, 
2012; Vandebosch & van Cleemput, 2008). In addition, it has shown that the predictors 
for cyberbullying among bullies are remarkably stable across countries, indicating that 
the migration of face-to-face to cyberbullying is not a function of the national (e.g. 
cultural, technological, or regulatory) context. Rather it seems that amongst adolescent 
bullies who use the internet, the likelihood to cyberbully is a function of individual 
characteristics such as patterns of usage (e.g. time spent and activities online, 
cyberspaces visited) and preferences that can be fulfilled by the online environment 
(e.g. disinhibited self-presentation).  
Overall this study suggests that the migration of bullying to cyberbullying is 
related to the time that adolescents spend online, their risky activities, and their ability 
to be more themselves in the absence of social control, that is, to stay anonymous. In 
addition, the use of SNS is associated with the migration to cyberbullying, particularly 
amongst girls. However, it is not suggested that those characteristics are causally related 
to cyberbullying and imply merely negative consequences. On the contrary, the 
anonymity that online communication can provide, for example, has also been 
associated with the disclosure of personal information and seeking of advice that might 
not have been attempted elsewhere, particularly by those who feel less confident in the 
offline world (Livingstone & Helsper, 2007). 
Considering that those who cyberbully others and those being cyberbullied are 
often the same (Erdur-Baker, 2010; Görzig, 2011; Li, 2007), predictors identified in this 
study and steps suggested to prevent negative health consequences are likely to hold for 
both groups. In a similar vein, the ambiguous patterns and low variation of country 
differences of cyberbullying and its characteristics suggest that pathways across 
countries to tackle cyberbullying could be similar. 
Limitations and future directions 
Despite the low between-country effect in the occurrence of cyberbullying, future 
studies should investigate why certain countries show a stronger migration from face-to-
face to cyberbullying than others. Patterns within the interrelations between predictor 
variables, such as age and beliefs in internet abilities, also need further uncovering. 
Considering that the EU Kids Online II survey exclusively sampled children 
who use the internet, the findings are limited to those face-to-face bullies who already 
use the internet. Different results might be expected when also looking at those face-to-
face bullies who do not have the opportunity to go online. 
Steps towards preventing cyberbullying, in addition to those taken to prevent 
bullying in general, should support and mediate adolescents ‘cyber-behaviours’, in 
particular to use electronic means of communication in a pro-social way, and enhance 
self-awareness to prevent the negative effects of deindividuation while at the same time 
remaining cautious not to restrict online opportunities. More research is needed to 
identify constructive mediation strategies that are not restrictive to opportunities 
(Livingstone & Helsper, 2008). There is some evidence that parental evaluative 
mediation strategies can have a protective effect towards cyberbullying (Mesch, 2009). 
Particular attention should be paid to those who are already prone to bully others face-
to-face – not only to prevent adolescents from cyberbullying others and the negative 
consequences associated with it for both, but also to prevent them from being 
cyberbullied by others.  
This study is a further step towards revealing the characteristics of cyberbullies, 
although it is limited to a comparison with those who bully face-to-face only. Further 
investigation is needed to examine the relations amongst those who bully face-to-face 
only, face-to-face and in cyberspace, in cyberspace only,3 and further to differentiate 
between those who bully via the internet from those who use mobile devices (cf. Görzig 
& Frumkin, in press). In addition, as there is a huge overlap between victims and 
perpetrators of bullying (Smith et al., 2008), there is a need to examine the complex 
relations between these groups online and offline. Identifying the characteristics behind 
this relatively new form of bullying could be a step forward to address the issues for 
those working in the child sector, bullying prevention and policy makers.
                                                 
3 The routing procedures inherent in the EU Kids Online II survey do not permit the 
matching of predictor variables across all groups. 
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Tables and figures 
Table 1. Descriptive statistics and  intercorrelations among predictor variables and cyberbullying among bullies 
 Range or number 
(scale) 
of items M SD 
Correlations 
 1. 2. 3. 4. 5. 6. 7. 8. 
1. Gender Male = 0 0.45 0.50 1.00        
2. Age 9-16 13.14 2.24 0.05** 1.00       
3. Minutes online 20-240 111 67 –0.01 0.36** 1.00      
4. Risky online 
activities 0-5 
1.83 1.55 0.00 0.28** 0.29** 1.00     
5. Online persona 1-3 1.62 0.49 –0.05** 0.01 0.13** 0.20** 1.00    
6. Private access No = 0  0.74 0.44 0.00 0.27** 0.27** 0.17** 0.06** 1.00   
7. Beliefs about 
internet abilities 1-3 
2.35 0.66 –0.08** 0.34** 0.29** 0.21** 0.10** 0.23** 1.00  
8. SNS No = 0 0.73 0.44 0.07** 0.41** 0.31** 0.33** 0.11** 0.24** 0.29** 1.00 
9. Cyberbullying  Face-to-face = 0 0.32 0.46 0.09** 0.21** 0.20** 0.27** 0.13** 0.12** 0.14** 0.17** 
Notes: Analysis was performed on those children who had indicated to have bullied someone else face-to-face, by mobile phone, or on the 
internet (n=2,821). Coefficients for correlations between dichotomous and continuous measures are point-biserial (rpb) and between two 
dichotomous measures are measured by χ2-analyses and indicated by Φ.  
** Correlation is significant at the 0.01 level (2-tailed). 
 
Table 2. Summary of hierarchical logistic regression analysis for variables predicting cyberbullying among bullies (n=2,597) 
 Step 1 Step 2 Step 3 
Variable B SE B Exp(B) B SE B Exp(B) B SE B Exp(B) 
Constant –2.52 0.17 0.08*** –2.33 0.18 0.10*** –3.33 0.32 0.08*** 
Gender 0.45 0.09 1.56*** –0.03 0.22 0.97 –0.06 0.22 0.94 
Minutes online 0.68 0.15 1.98*** 0.65 0.16 1.92*** 0.53 0.16 1.70*** 
Risky online activities 1.47 0.15 4.36*** 1.50 0.15 4.47*** 1.44 0.16 4.23*** 
Online persona 0.66 0.18 1.94*** 0.66 0.18 1.94*** 0.72 0.18 2.05*** 
Private access 0.12 0.11 1.13 0.13 0.11 1.13 0.08 0.11 1.08 
Beliefs about internet 
abilities 
0.35 0.15 1.43* 0.35 0.15 1.42* 0.25 0.15 1.28 
SNS 0.19 0.12 1.21 –0.05 0.16 0.95 –0.17 0.16 0.84 
Gender x SNS    0.58 0.24 1.79* 0.60 0.24 1.82* 
Age       0.67 0.17 1.95*** 
Nagelkerke-R2 0.14 
 
0.14 
6.07(1)* 
0.15 
15.499(1)*** –2 Log likelihood 
ratio 
Note: *** p<0.001, ** p<0.01, * p<0.05
 Figure 1 
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Figure captions 
Figure 1. Percentage of cyberbullies amongst bullies by having a social networking site 
profile (SNS) and gender. Note. Error bars indicate 95% confidence intervals. 
Figure 2. Predicted odds ratios of cyberbullying versus face-to-face bullying by country. 
Note. Country abbreviations are as follows: Austria (AT), Belgium (BE), 
Bulgaria (BG), Cyprus (CY), the Czech Republic (CZ), Denmark (DK), Estonia 
(EE), Finland (FI), France (FR), Germany (DE), Greece (EL), Hungary (HU), 
Ireland (IE), Italy (IT), Lithuania (LT), the Netherlands (NL), Norway (NO), 
Poland (PL), Portugal (PT), Romania (RO), Slovenia (SI), Spain (ES), Sweden 
(SE), Turkey (TR) and the UK. 
Figure 3. Predicted odds ratios for cyberbullying by risky online activities and 
countries’ mobile penetration thirds. Note. Country thirds in mobile penetration 
are as follows – Lower: Austria, France, Turkey, Belgium, Slovenia, Norway, 
Spain, Romania, Poland; Middle: Sweden, Denmark, Estonia, Hungary, Ireland, 
Netherlands, UK; Upper: Cyprus, Germany, Finland, Czech Republic, Bulgaria, 
Portugal, Lithuania, Italy, Greece. 
 
Acknowledgements 
This article draws on the work of the EU Kids Online network funded by the European 
Commission (DG Information Society) Safer Internet plus Programme (project code 
SIP-KEP-321803); see www.eukidsonline.net 
We wish to thank Dr Lara Frumkin for her very helpful feedback. 
